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Background of the Invention 
Field of the Invention 

The present invention relates to a technology 
10 of locating information and a technology of 
obtaining information in a service , in which various 
information is obtained through a network, 
represented by the World Wide Web (WWW) service of 
the Internet. 

15 

Description of the Related Art 

The conventional communications technology 
provides a system of establishing communications 
by specifying a subject (a person, a communications 
20 device, a computer, etc.) . Therefore, a user 
performs the following processes through a network 
as shown in FIG. 1 to obtain necessary information. 

* checking (retrieving) necessary 

information in the network; and 
25 * obtaining (transferring) the 
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information from a computer storing the information 
through a relay device in the network 

In the above mentioned method, the quality 
of a retrieval result (quality of obtained 
5 information, accessibility through a network, etc.) 
largely depends on the ability of a user. Therefore 
for example, necessary information may be 
inefficiently transferred from a remote place 
without knowing that it is also located close to 

10 a user in a network (that is, stored in a place 
accessible in transfer or at a high speed) , Such 
inefficiency brings not only a disadvantage to a 
user but also heavy load to the network and the 
computer, thereby bringing disadvantages to the 

15 entire system. 

As a conventional technology developed to 
solve the above mentioned problem, a retrieval 
service (a search engine, for example, 'YAHOO as 
a service of the Internet' ) is used in a retrieving 

20 process, and an agent service (a proxy service) is 
used in a transferring process. 

A retrieval service relates to a database 
system, and retrieves an address in a network of 
computers containing information related to a 

25 keyword assigned by a user, and returns the result. 
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The user determines a computer having necessary 
information based on a plurality of retrieval 
results, and requests the computer to transfer the 
information . 

5 An agent service is also referred to as a cache 

service. That is, the information previously 
transferred by a user is cached for a predetermined 
period, and the cached information can be 
transferred without issuing a request to the 

10 destination computer when the second and subsequent 
requests to transfer the information are issued. 
If the user can be provided with an agent service 
in the neighborhood in the network, the above 
mentioned inefficiency of transferring the 

15 information from a remote computer in the network 
can be avoided. 

However, in the conventional technology 
described above, a retrieval and a transfer are 
performed independently of each other, there is an 

20 inefficiency which can not be avoided. 

For example, although a database of the 
retrieval service is updated frequently, a computer 
containing network addresses obtained through the 
retrieval results may store no information at all, 

25 or a computer containing the network addresses may 
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stop or be removed. In these cases , communications 
are not established. Normally, the configuration 
and the position of a computer in a network system 
can be changed. Unless the retrieval service 
5 reflects such a change at a practically high speed, 
a user cannot obtain the information, unnecessary 
cost arises in transferring information, wasteful 
traffic is used in the network, and other problems 
of inefficiency occur. 

10 Even when there are no problems with the update 

of information, an inefficient process may arise. 

For example, assume that results XI and X2 
are obtained by retrieving information X. When an 
XI is a remote computer in the network , and an X2 

15 is a computer closer than the XI , the user will select 
the X2 . However, the nearest agent server may store 
the information about the XI. In this case, it is 
more efficient to select and transfer the XI. 

Thus, it is very difficult to centrally manage 

20 the retrieval service including the location the 
replicas of information in the network. 

In summary, the conventional technology has 
the problem that inefficiency occurs by the 
difference between a retrieval result and an actual 

25 state because a retrieval mechanism is independent 
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of a transfer mechanism. 

Summary of the Invention 

The present invention aims at realizing an 
5 information transfer mechanismhaving (all or a part 
of) an incorporated retrieval mechanism. 

The present invention is based on a network 
system which communicates with a network device 
storing information or other objects- 
10 An information network address unit (user 

mechanism) assigns an information network address, 
which is a network address, to the name of 
information or an object. 

An information retrieval communications unit 
15 (communications mechanism and relay mechanism) 
establishes communications using an information 
network address for a corresponding network device 
storing information or an object. 

With the above mentioned configuration 
20 according to the present invention, the information 
network address unit can be designed to include an 
information network address generation unit 
(information network address mechanism) for 
receiving information representing the feature of 
25 information or an object, and outputting an 
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information network address. The information 
network address generation unit includes, for 
example, an operations unit (operations mechanism) 
for generating an information network address by 
5 operations. Furthermore, the operations unit 
performs operations on an error detection and 
correction code such as a CRC, etc. Otherwise, the 
operations unit performs operations on a secure hash 
function such as an MD5, etc. The above mentioned 

10 information network address generation unit 
includes a database accumulating correspondence 
between information or an object and an information 
network address, and generates an information 
network address by searching the database. 

15 Furthermore, the database is , for example, a server 
of a domain system in which a record type indicating 
the name of information or an object is added. The 
information network address generation unit 
inquires the server of an information network 

20 address corresponding to the name of the information 
or the object. The database can also be a plurality 
of WEB search engine system, and the information 
network address generation unit inquires the 
retrieval system of uniform resource locator 

25 information to generate an information network 



address . 

In addition, the information network address 
unit can also be designed to include an adjustment 
unit (adjustment mechanism) for adjusting the 
length and the representation of a result obtained 
by inputting the information indicating the feature 
of information or an object such that the result 
can be assigned to a part or all of the existing 
network address as an information network address. 

Furthermore, a unit which forms the 
information retrieval communications unit and 
relays a packet addressed to the destination 
specified by an information network address may 
include an information network address 
identification unit for identifying an information 
network address and an information route management 
unit for managing an information route traced using 
an information network address. The relay unit can 
be designed to relay a packet through an information 
route. The information route management unit 
manages an information route according to the 
information set in a packet transmitted from an 
information network address used in the previous 
relaying process. 

The above mentioned information retrieval 



communications unit can be designed to establish 
communications using an information network address 
through an existing communications mechanism for 
a network address already existing as an information 
5 network address. 

Furthermore, the above mentioned information 
retrieval communications unit can be designed to 
assign an information network address to an existing 
anycast address, multicast address, or broadcast 
10 address. 

Brief Description of the Drawings 

The features and advantages of the present 
invention will be more clearly appreciated from the 
15 following description taken in conjunction with the 
accompanying drawings in which like elements are 
denoted by like reference numerals and in which: 
FIG. 1 shows the process of retrieving and 
transferring information in the conventional 
20 technology; 

FIG. 2 shows the entire configuration of the 
system according to an embodiment of the present 
invention; 

FIG. 3 shows the configuration of a user 
25 mechanism; 
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FIG. 4 shows the configuration of an 
information network address; 

FIG. 5 shows the configuration of a relay 
mechanism (routing mechanism) ; 
5 FIG. 6 shows the configuration of an IPv4 

header; 

FIG. 7 shows the assignment of an IPv4 address; 

FIG, 8 shows an example of the configuration 
of a route table using network addresses; 
10 FIG. 9 shows an example of the configuration 

of the route table using information network 
addresses ; 

FIG. 10 shows an operation of updating a route 
table using information network addresses; and 
15 FIG. 11 shows a packet process of a relay 

mechanism. 

Description of the Preferred Embodiments 

Embodiments of the present invention are 
20 described below in detail by referring to the 
attached drawings. 

Normally, a network address is information 
for communications (for example, a transmission of 
a packet) through a network, and is used when a relay 
25 mechanism in the network, which transmits 
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information between a communications device and 
another communications device, determines the 
transfer destination of a packet. 

Therefore, a network address indicates the 
5 position and the identification name of a 
communications device in a network. For example, 
a MAC (media access control ) address used in Ethernet 
is an identification name uniquely identifying the 
network interface in Ethernet. An IP (Internet 

10 protocol) address used in Internet is an 
identification name uniquely identifying the host 
connected to Internet. Internet has a mechanism 
for transferring an IP packet according to the unique 
identification name, and the mechanism performs 

15 communications between hosts. A host refers to a 
device connected to a network, and functions as an 
end point of communications. Normally, it is a 
computer. On the other hand, a router mechanism 
and a relay mechanism do not function as end points 

20 themselves, but are fundamentally used to relay a 
communications packet between hosts. A network 
device refers to a communications device comprising 
a host, a router mechanism, and a relay mechanism. 
According to the present invention, to 

25 incorporate ( all or a part of ) a retrieval mechanism 
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into a relay mechanism, an information network 
address is installed as a new type of network 
address . 

An information network address is an 
5 identification name of information and an object, 
and is different from the conventional network 
address . 

* First, an information network address is 
an identification name of specific information or 

10 object, and does not uniquely specify a host. 

* Next, an information network address 
specifies a host holding the information or object. 
If one host holds plural pieces of information, the 
host has a plurality of information network 

15 addresses. If a plurality of hosts have the same 

information, the hosts have the same information 

network addresses. 

If the above mentioned information network 

address is assumed, a transfer mechanism containing 
20 (all or a part of) a retrieval mechanism can be 

realized . 

As described above, inevitable inefficiency 
arises in the conventional technology because a 
retrieving process is performed independent of a 
25 transferring process. This problem can be solved 
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as described below by installing the information 
network address. 

First, a retrieval service for checking the 
correspondence between information and a network 
5 address is not required. Therefore, a user is free 
from an operation of obtaining a network address 
through the retrieval service. Since an 

information network address specifies the host 
containing corresponding information, a host 

10 accessed by a user using an information network 
address necessarily contains information. If 
communications cannot be established using an 
information network address, it means that the 
information exists nowhere in the network. When 

15 the configuration or the position of a host is 
changed, the change information can be transmitted 
as route information to a routing mechanism. 
Therefore, the user can access the optimum host 
(nearest host or less expensive host in cost) in 

20 the network. In addition, if a destination host 
becomes down during the transfer of information, 
or if the network becomes faulty, the information 
can be transferred with the faulty host replaced 
with another host accessible and containing the same 

25 information. Since the flow of information can be 
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grasped and the latest information can be constantly 
located (the destination of a packet addressed to 
the information network address) by monitoring the 
information network address of a packet trasferred 
5 through a network, the user can transfer the 
information from the optimum host with little 
attention . 

FIGS. 2 through 5 show the configuration of 
the system for realizing the above mentioned 
10 functions according to an embodiment of the present 
invention . 

First;, FIG. 2 shows the configuration of the 
entire system according to an embodiment of the 
present invention. 
15 A network 101 comprises a user mechanism 102, 

a host 104 containing information, a relay mechanism 
103, etc. 

The user mechanism 102 converts a character 
string, an image, voice, and other numeric data 

20 having an optional length representing 
' information ' input as a communications target into 
a uniquely corresponding information network 
address, and transmits a packet storing the 
information network address to the network 101. 

25 Upon receipt of the packet from the user 
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mechanism 10 2 , the relay mechanism 103 inthe network 

101 determines the route to the host 104 containing 
the information corresponding to the information 
network address stored in the packet, and relays 

5 the packet. 

Upon receipt of the packet from the relay 
mechanism 103, the host 104 stores the information 
corresponding to the information network address 
stored in the packet in a return packet having a 
10 network address corresponding to the user mechanism 

102 as a destination address, and transmits it to 
the network 101. 

Upon receipt of the return packet from the 
host 104, the relay mechanism 103 determines the 
15 route to the user mechanism 102 corresponding to 
the network address stored in the return packet, 
and relays the return packet. 

Upon receipt of the return packet from the 
relay mechanism 103, the user mechanism 102 receives 
20 the information stored in the return packet. 

FIG. 3 shows the configuration of the user 
mechanism 102 shown in FIG. 2. 

A information network address mechanism 201 
converts a character string, an image, voice, and 
25 other numeric data having an optional length 
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representing 'information' input as a 
communications target into a uniquely corresponding 
information network address. 

A communications mechanism 202 generates a 
5 packet storing the above mentioned information 
network address and other communications 
information, transmits it to the network 101, or 
receives a packet from the network 101 and extracts 
information from the packet. 
10 FIG. 4 shows the configuration of the 

information network address mechanism 201 shown in 
FIG. 3. 

An operations mechanism 301 computes a unique 
value for determination of an information network 

15 address from a character string, an image, voice, 
and other numeric data having an optional length 
representing 'information' input as a 
communications target. 

An adjustment mechanism 302 adjusts the length 

20 and expression of the computation result output from 
the operations mechanism 301 such that it can be 
allotted to a part or all of an existing network 
address . 

An information network address generation 
25 mechanism 303 generates an information network 
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address based on the computation result adjusted 
by the adjustment mechanism 302, and outputs it to 
the communications mechanism 202 shown in FIG. 2. 

FIG, 5 shows the configuration of the relay 
5 mechanism ( routing mechanism) 103 shown in FIG. 2. 

A communications mechanism 401 receives a 
packet from the network 101 shown in FIG. 2. 

An information address detection mechanism 
402 detects a network address and an information 
10 network address from a received packet. 

A transfer instruction mechanism 405 
transfers a packet received by the communications 
mechanism 401 to a communications mechanism 406 
corresponding to an appropriate route by referring 
15 to a route table 403 using a network address 
according to the network address detected by the 
information address detection mechanism 402, and 
by referring to a route table 404 using an 
information network address according to the 
20 information network address detected by the 
information address detection mechanism 402. 

The communications mechanism 406 transmits 
again a packet transferred from the communications 
mechanism 401 to the network 101 shown in FIG. 2. 
25 Described below is the details of an embodiment 
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according to the present invention with the above 
mentioned configuration. 

First described is the details of an 
information network address- 
5 First, a ' network address ' refers to an address 

used in a network layer {OSI layer 3) . A typical 
example of this type of address can be an IP address 
in an Internet protocol . Although it is not a common 
technical term, an 'information address ' is used 

10 in Japanese corresponding to the URL (uniform 
resource locator (refer to RFC1738)). Since the 
present invention suggests an 'address indicating 
information' as an address (network address) of a 
network layer, an ' information network address ' is 

15 used to clarify the difference from the 'information 
address ' . 

An information network address can be realized 
by assigning a portion used as the information 
network address to a part of an existing network 

20 address. In an IPv4 (Internet protocol version 4 
(refer to RFC0791)), an address is represented by 
32 bits. If 24 bits in the 32 bits are assigned 
to an information network address, it can be used 
as an information network address of the information 

25 of 224 (about 16 million) types. In the IPv6 



18 



(Internet protocol version 6 (refer to RFC2460) ) , 
an address is represented by 128 bits. Assuming 
that a half of the bits are used for an information 
network address, 264 (4 billion multiplied by 4 
5 billion), that is, infinite information network 
addresses can be provided. It is obvious that an 
address system independent of a network address can 
be defined. In this case, however, the relay 
mechanism 103 in the network 101 has to refer to 
10 an information network address as well as a network 
address . 

FIG. 6 shows the configuration of data of an 

IPv4 header. 

A data field relating to the present invention 
15 can be, for example, a SOURCE IP ADDRESS field, a 

DESTINATION IP ADDRESS field, and an IP OPTIONS field. 

The SOURCE IP ADDRESS field is a source address of 

a packet having the header. The DESTINATION IP 

ADDRESS field is a destination address of a packet 
20 having the header. The IP OPTIONS field is an area 

for realizing an option function defined 

separately . 

The address of an IPv4 is 32 bits in length, 
and is prescribed as shown in FIG. 7. 
25 For example, the address space of class E is 
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reserved for future use. However, if the space is 
used as an information network address, it can be 
used as an address of 27 bits. A private address 
is a local address available only in a related 
5 organization, but can be used as an information 
network address because the use is up to the 
organization. 

Therefore, the system of assigning an 
information network address can be: 
10 * re-assigning a network address of the IPv4 

as an information network address; 

* assigning a reserved area; 

* newly defining and assigning an area as an 
information network address; 

15 * assigning a network address of the IPv4 to 

a private address; etc. 

It is necessary to assign an address other 
than a private address with an international 
agreement. That is, an address cannot be personally 

20 assigned. On the other hand, a private address is 
valid only in an independent organization. 
Therefore, when an information network address is 
used in a private organization, it can be freely 
assigned without international permission. 

25 Whether or not an international permission is 
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required is a problem independent of the technology 
of the present invention, and is not discussed here. 
However, it is apparent in technique that a part 
of an existing network address can be assigned for 
5 an information network address. In addition, it 
is possible to assign an information network address 
in the similar method using other network addresses , 
for example, in an IPv6, etc. 

An information network address can also be 

10 defined using an IP OPTIONS field. An IP OPTIONS 
field is not a field for a network address , but stores 
information to be referred to when the relay 
mechanism 103 (FIG. 2) such as a router, etc. relays 
a packet. To use an information network address 

15 in an IP OPTIONS field, its format is to be defined 
and an international agreement is required. 

Since an IP address field is fixed in length 
while an IP OPTIONS field can be a longer area, a 
long address and a variable length address can be 

20 used as an information network address. However, 
in consideration of the process speed described 
later, data can be transmitted with a short 
fixed-length at a higher speed. 

Next, the above mentioned information network 

25 address mechanism 201 (shown in FIG. 3) in the user 



mechanism 102 converts a character string, an image, 
voice, and other numeric data having an optional 
length representing 'information' input as a 
communications target into a uniquely corresponding 
information network address. 

There are a large number of means for realizing 
the mechanism. It is expected that different pieces 
of information are assigned different information 
network addresses . However, this is not an absolute 
requirement, and several pieces of information 
which may be different at a certain probability can 
have the same information network addresses. 

For example, an ISBN (international standard 
book number) assigned to a book is an identification 
number assigned to a book under management of a 
publisher. By assigning the number as is to an 
information network address , an information network 
address of a book can be obtained. However, since 
the management of numbers are left to a publisher, 
the same numbers can be assigned to others. 
Therefore, the number can be used double . However, 
from the viewpoint of searching for information, 
the numbering is effective enough. 

Thus, there are other information network 
addresses assigned in a certain method, but an 
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information network address having a given length 
can also be computed from optional information 
otherwise featuring information. The operations 
mechanism 301 shown in FIG. 4 provides the function. 
5 For example, the operations mechanism 301 

computes an error detection code in the CRC (cyclic 
redundancy check) system, etc. from data indicating 
given information. Normally, an error detection 
code in the CRC system, etc. is used to detect whether 

10 or not an error such as an irregular bit, etc. has 
occurred during the transmission of data. Based 
on that a different error detection code is assigned 
to each piece of data, an error detection code can 
be used to compute a short numeric string as an 

15 information network address from information of any 
length featuring information. 

Otherwise, the operations mechanism 301 
computes an information network address using a 
secure hash function from data indicating given 

20 information. For example, an MD 5 algorithm 
(message digest 5 (refer to RFC1321)) obtains an 
operation result of 128 bits by performing 
predetermined computation on original text of any 
length. This algorithm defines a computing method 

25 such that there is a very small possibility that 
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the same value can be obtained from different pieces 
of original text. This indicates that if original 
text (information having any length and featuring 
information) is different, a different value can 
5 be obtained, and a different value can be used as 
a substantially unique information network address . 
The algorithm is amethodof computing an information 
network address having a higher level in uniqueness 
than an error detection code. 

10 To use an operation result from the operations 

mechanism 301 as an information network address, 
it may be necessary to reconvert the value of an 
operation result into an information network 
address. For example, an operation result obtained 

15 by the MD 5 algorithm is used in an information 
network address of 24 bits defined by the IPv4, the 
conversion from 128 bits to 24 bits is required. 
The adjustment mechanism 302 shown in FIG. 4 is a 
mechanism for performing the conversion, and is 

20 indispensable to obtain an information network 
address from existing information and operation 
system. The adjustment mechanism 302 can be 
realized by mechanically extracting a part of 
numeral data and performing again a coding process 

25 in the CRC system, etc. 



24 



FIG. 4 shows an example of the configuration 
in which the information network address mechanism 
201 shown in FIG. 3 is realized as a mechanism for 
computing an information network address in an 
5 operation. On the other hand, it is also possible 
to design the information network address mechanism 
201 such that a database accumulating 
correspondence between information and an 
information network address can be provided, in 
10 which an information network address is not obtained 
in an operation, but an information network address 
of the information can be obtained by searching the 
database . 

Practically, the information network address 
15 mechanism 201 can be designed to obtain an 
information network address using a domain name 
system (DNS (refer to RFC1591 ) ) widely used through 
Internet as a network address database. In the DNS, 
the address information of a network device can be 
20 defined and referred to according to a plurality 
of attributes. For example, an A record refers to 
an IPv4 address, an AAAA record refers to an IPv6 
address. The network device can have both IPv4 and 
IPv6 addresses, and necessary address information 
25 can be obtained when a record is specified for 
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reference. Then, as the information network 
address mechanism 201, a record type indicating the 
name of information or an object is added to the 
DNS server, and the DNS server is inquired. Thus, 
5 an information network address corresponding to the 
name of information or an object can be obtained. 

Otherwise, the information network address 
mechanism 201 can also be designed to utilize the 
WWW (world wide web) retrieval engine to obtain an 

10 URL (uniform resource locator (uniform resource 
locator (refer to RFC1738)), and generate an 
information network address from the URL. 

The 'Information Address Converting method, 
Information Address Conversion Apparatus, and 

15 Information Retrieval System' described in the 
Japanese Patent Publication No. 9-3219633 
(hereinafter referred to as a reference) is known 
as a similar technology. The difference between 
the reference and the present invention is described 

20 below. 

The reference has the following features. 
* An information address such as an URL address, 
etc. comprising a character, a value, and a symbol 
string is converted into a short numeric string. 
25 * A compressed code system (Huffman code. 
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arithmetic operation code) is used as a conversion 
system. 

* Information can be easily retrieved by a 
simple apparatus and operation by specifying an 
5 information address using a short numeric string. 

The present invention suggests a system of 
obtaining a 'network address' from a character 
string indicating information, and is different in 
purpose and condition from the reference in which 
10 any format of 'numeric code' is obtained to 'easily 
retrieve information'. 

First, the present invention aims at newly 
installing an 'information network address' to be 
used as a 'network address', and simultaneously 
15 performing a retrieving and transferring processes 
while the reference simply aims at retrieving 
information . 

Relating to deriving a 'short numeric string ' 
from a 'symbol string indicating information', the 
20 reference and the operations mechanism 301 and the 
adjustment mechanism 302 (shown in FIG. 4) of the 
present invention have fundamentally the same 
objects. However, according to the present 
invention, a derived 'short numeric string' is used 
25 as a part of a 'network address' , which is different 
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from the reference. Therefore, according to the 
present invention, the adj ustment mechanism 302 for 
adjusting the derived 'short numeric string' into 
an existing 'network address' is required. 
5 Finally;- the present invention is different 

from the reference in a unit for actually deriving 
an address. The reference uses the compressed code 
system only, but the present invention uses not only 
the operations system, such as an error detecting 

10 operation, a secure hush function, etc., quite 
different from that of the reference, but also a 
system using a database. Thus, the present 
invention is quite different from the reference in 
realization system. 

15 When a packet is transferred in a network, 

a relay mechanism in the network stores a route table, 
and transfers the packet to an appropriate link 
according to a result of retrieving a destination 
network address of a received packet on the route 

20 table. A similar route table ( route table according 
to an information network address) is required in 
transferring a packet having an information network 
address . 

Then, the relay mechanism 103 (FIG. 2) in the 
25 system according to the present embodiment of the 
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present invention stores the route table 404 using 
an information network address in addition to the 
route table 403 using a conventional network address 
as shown in FIG. 5. The transfer instruction 
5 mechanism 405 in the relay mechanism 103 refers to 
the route table 403 using a network address based 
on the network address detected by the information 
address detection mechanism 402, and refers to the 
route table 404 using an information network address 

10 based on the information network address detected 
by the information address detection mechanism 402, 
thereby transferring the packet received by the 
communications mechanism 401 to the communications 
mechanism 406 corresponding to an appropriate 

15 route. 

FIG. 8 shows an example of the configuration 
of the route table 403 using a network address . FIG. 
9 shows an example of the configuration of the route 
table 404 using an information network address. 

20 Various configurations of the route table 404 

using an information network address can be listed, 
but essentially required are the following items. 

* Information specifying an 'information 
route' of an information network address, a group 

25 of information network addresses, etc. 
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* a relayed-to link address 

* metric value (distance) 

* state information 

An 'information route' corresponds to the 
5 'route' specified by a network address and the mask 
(shown in FIG. 8) of the network address in the route 
table used by a normal router. The transfer 
instruction mechanism 405 (shown in FIG. 5) in the 
relay mechanism 103 determines whether or not the 

10 destination address of the received packet is a part 
of the address or the address group specified by 
the item. If a matching result is output, the 
transfer instruction mechanism 405 transfers the 
packet to a corresponding 'relayed-to link 

15 address ' . 

Normally, a plurality of ' information routes ' 
can be applied to one information network address. 
In this case, the optimum route can be selected using 
a 'metric value (distance) ' as an index. A similar 

20 mechanism is used in a common route table (FIG. 8) , 
and the metric value is dynamically adjusted to 
obtain the optimum route . Since route control using 
a metri-c value is a well-known technology, it is 
not explained in detail here. 

25 In an information route, a packet is not 
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transferred only through the optimum route, but a 
process of transferring a packet through a route 
having a relatively high metric value is also 
reguired because a retrieving process reguires 
5 redundancy to a certain extent. Since a process 
of transferring a packet through a plurality of 
routes is performed in a common relay process in 
the broadcast or the multicast, the detailed 
explanation is omitted here. 

10 The control information containing the state 

of a route, etc. is stored as 'state information' . 
For example, when a relayed-to link is temporarily 
faulty, 'faulty' is set in the state information. 
Thus, the route can be temporarily set unavailable. 

15 Since the state information is commonly used as a 
well-known technology, the explanation is omitted 
here . 

Described below is the operation of the relay 
mechanism 103 updating the route table 404 using 
20 an information network address. 

Conventionally, the RIP (routing information 
protocol (refer to RFC2453)), the BGP (border 
gateway protocol (refer to RFC1771)) are known as 
means for updating a route table. These means 
25 provide the function of maintaining the contents 
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of a route table in the latest state in the network 
by notifying each other of a change in a route between 
relay mechanisms. 

It is inquired whether or not information 
5 identified by the URL is stored among the WWW agent 
server. If it is stored, the information is 
normally transmitted by an ICP (Internet cache 
protocol (refer to RFC218 6/2187 )) . When an agent 
server does not store the information identified 

10 by the URL, it requests the final host identified 
by the URL to transfer the information, or inquire 
of another agent server whether or not the 
information identified by the URL is stored. If 
yes, the agent server is requested to transfer the 

15 information. 

A similar means can be applied in the 
management of a route of an information network 
address . 

FIG. 10 shows the operation of updating the 
2 0 route table404usingan information network address 
specific to the present invention. 

The communications mechanism 401 (shown in 
FIG. 5) in the relay mechanism 103 checks the 
information network address of the packet received 
25 from the network 101 , andhasthe ' informat ion route ' 
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managed on the route table 404 using an information 
network address reflect the address according to 
a predetermined discrimination standard. When the 
source address information stored in the packet is 
5 an information network address, it is assumed that 
the host 104 (FIG. 1) storing the information 
identified by the information network address is 
located in the link area where the packet has arrived, 
Thus, appropriate adjustments can be automatically 

10 made corresponding to a change in network state by 
updating the ' information route ' of the route table 
404 using an information network address according 
to the source address information. 

Thus, according to the present invention, 

15 assuming that the host 104 which transmits 
'information' is located around the area of the 
source address of a relay packet (in the direction 
of receiving the relay packet) , the route table 404 
using an information network address is managed 

20 based on a source address, which is the novelty of 
the present invention. 

FIG. 11 shows a packet process performed by 
the relay mechanism 103. 

In FIG. 11, the relay mechanism 103 receives 

25 a management packet in addition to a normal relay 
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packet. A management packet is used for update 
management of the route table 404 using an 
information network address, and is communicated 
between relay mechanisms 103- 
5 First, in the packet reception waiting process 

in step 1, the relay mechanism 103 waits for the 
receipt of a packet from the network 101. When a 
relay packet is received, the relay mechanism 103 
performs the process in step 2. When a management 

10 packet is received, it performs the information 
routing process in step 3. 

In the packet receiving process (when a relay 
packet is received) in step 2, the relay mechanism 
103 checks the destination address. If the address 

15 is an information network address, the relay 
mechanism 103 performs the information route 
relaying process in step 2-1. If the address is 
a normal network address, it performs the normal 
route relaying process in step 2-2. 

20 The relay mechanism 103 searches the route 

table 404 (FIG. 5) using an information network 
address in the information route relaying process 
(when the destination address is an information 
network address ) , determines the optimum route , and 

25 transmits the packet through the determined route 
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if possible. Then, the relay mechanism 103 performs 
the information routing process in step 3. 

The relay mechanism 103 searches the route 
table 403 (FIG. 5) using a network address in the 
5 information route relaying process in step 2-2 (when 
the destination address is a normal network address) , 
determines the optimum route, and transmits the 
packet through the route if possible. Then, the 
relay mechanism 103 performs the information 

10 routing process in step 3. 

The relay mechanism 103 checks the type of 
the received packet in the information routing 
process in step 3. If the packet is a management 
packet, the relay mechanism 103 performs the route 

15 updating process using the management packet in step 
3-1, If the packet is a relay packet, it performs 
the source address checking process in step 3-2. 

The relay mechanism 103 updates the route table 
404 using an information network address and the 

20 route table 403 using a network address at an 
instruction of the management packet in the route 
updating process using a management packet in step 
3-1. Then, the relay mechanism 103 enters the 
packet reception waiting process in step 1. 

25 The relay mechanism 103 checks the source 
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address of the relay packet in the source address 
checking process in step 3-2. If the address is 
an information network address, the relay mechanism 
103 performs the information route updating process 
5 instep4. If the address is a normal network address , 
it returns the packet reception waiting process in 
step 1. 

The relay mechanism 103 updates the route table 
404 using an information network address for the 

10 information route in the direction of the link 
through which the relay packet is received in the 
route updating process in step 4. Then, the relay 
mechanism 103 returns to the packet reception 
waiting process in step 1. 

15 In addition to the above mentioned embodiment, 

the present invention can be designed to establish 
communications us ing an information network addres s 
without setting an information network address 
route by using an existing communications mechanism 

20 for an existing network address used as an 
information network address. 

Furthermore, the present invention can be 
designed to use an existing communications 
mechanism as is by assigning an information network 

25 address to a conventional anycast address (refer 
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to RFC1546). The anycast address is basically 
similar to the unicast address, but refers to the 
'optimum host' in the hosts belonging to a network. 
Furthermore, the present invention can be 
5 designed to use an existing communications 
mechanism as is by assigning an information network 
address to a conventional multicast address (refer 
to RFC2375, etc. relating to the IPv6) . Amulticast 
address is assigned to a plurality of host groups. 

10 Otherwise, the present invention can be 

designed to use an existing communications 
mechanism as is by assigning an information network 
address to a conventional broadcast address. A 
broadcast address is a special variation of a 

15 multicast address, and is used for broadcast for 
all hosts belonging to a specified network. 

The present invention can also be designed 
as a computer readable storage medium for directing 
a computer to perform the function similar to the 

20 function realized by the user mechanism or the relay 
mechanism according to the above mentioned 
embodiments of the present invention . Inthiscase, 
for example, using a portable storage media such 
as a floppy disk, a CD-ROM disk, an optical disk, 

25 a removable hard disk, etc., or through a network 
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line, a program for realizing each function of the 
embodiments of the present invention is loaded onto 
the memory (RAM, hard disk, etc.) of the computer 
forming part of the user mechanism or the relay 
5 mechanism, and is then executed. 

According to the present invention, a 
retrieval service in which the correspondence 
between information and a network address is not 
required . 

10 When the configuration or the position of a 

host is changed, the change information can be 
transmitted as route information to a routing 
mechanism. Therefore, the user can access the 
optimum host (nearest host or less expensive host 

15 in cost) in the network. In addition, if a 
destination host becomes down during the transfer 
of information, or if the network becomes faulty, 
the information can be transferred with the faulty 
host replaced with another host accessible and 

20 containing the same information. Since the flow 
of information can be grasped and the latest 
information can be constantly located (the transfer 
destination of a packet addressed to the information 
network address) by monitoring the information 

25 network address of a packet transferred through a 
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network, the user can transfer the information from 
the optimum host with little attention. 

While the invention has been described with 
reference to the preferred embodiments thereof, 
various modifications and changes may be made to 
those skilled in the art without departing from the 
true spirit and scope of the invention as defined 
by the claims thereof. 
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What is claimed is: 

1. A network system which communicates with a 
network device storing information or an object, 

5 and has a function of retrieving information, 
comprising : 

an information network address unit assigning 
an information network address which is a network 
address to a name of the information or the object; 
10 and 

an information retrieval communications unit 
establishing communications for the network device 
storing the information or the object corresponding 
to the information network address. 

15 

2. The system according to claim 1, wherein 
said information network address unit 

comprises an information network address generation 
unit inputting information indicating a feature of 
20 the information or the object, and outputting the 
information network address. 

3. The system according to claim 2, wherein 
said information network address unit 

25 comprises an operations unit generating the 
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information network address in arithmetic 
operation . 

4. The system according to claim 3, wherein 

5 said operations unit computes an error 

detection and correction code. 

5. The system according to claim 3, wherein 
said operations unit computes a secure hash 

10 function. 

6. The system according to claim 2, wherein 
said information network address generation 

unit is eguipped with a database for accumulating 
15 correspondence between the information or the 
object and the information network address, and 
generates the information network address by 
searching the database. 

20 7. The system according to claim 6, wherein 

said information network address generation 
unit adds a record type indicating the name of the 
information or the object to a server of a domain 
name system which is the database, and obtains an 

25 information network address corresponding to the 



41 



name of the information or the object. 

8. The system according to claim 6, wherein 
said information network address generation 

unit inquires uniform resource locator information 
of a plurality of WEB search engine retrieval system 
which is the database, and generates the information 
network address according to the obtained 
information . 

9. The system according to claim 1, wherein 
said information network address unit 

comprises an adjustment unit adjusting length and 
representation of a result obtained by inputting 
information indicating a feature of the information 
or an object such that the result can be assigned 
to a part or all of an existing network address as 
the information network address. 

10. The system according to claim 1, wherein: 

a portion for forming part of said information 
retrieval communications unit and relaying a packet 
addressed to the information network address 
comprises : 

an information network address 
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identification unit identifying the information 
network address; and 

an information route management unit 
managing an information route using the information 
5 network address, wherein 

said relaying portion relays the packet 
through the information route. 

11. The system according to claim 10, wherein 
10 said information route management unit 

manages the information route according to 
information set in a packet transmitted from a 
previously relayed information network address. 

15 12. The system according to claim 1, wherein 

said information retrieval communications 
unit establishes communications using the 
information network address by using an existing 
network address as the information network address 

20 and an existing communications mechanism for the 
network address. 

13. The system according to claim 1, wherein 

said information retrieval communications 
25 unit assigns the information network address to an 
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existing anycast address. 

14. The system according to claim 1, wherein 
said information retrieval communications 

5 unit assigns the information network address to an 
existing multicast address. 

15. The system according to claim 1, wherein 
said information retrieval communications 

10 unit assigns the information network address to an 
existing broadcast address. 

16. A network terminal device which communicates 
with a network device storing information or an 

15 object, and has a function of retrieving information, 
comprising : 

an information network address unit assigning 
an information network address which is a network 
address to a name of the information or the object; 
20 and 

an information retrieval communications unit 
establishing communications for the network device 
storing information or an object corresponding to 
the information network address. 
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17. A computer-readable storage medium storing 
a program used for a computer forming a network 
terminal device for communicating with a network 
device storing information or an object, said 
program comprising: 

assigning an information network address 
which is a network address to a name of the 
information or the object; and 

establishing communications for the network 
device storing the information or the object 
corresponding to the information network address. 

18. A network relay device which relays 
communications established for a network device 
which stores information or an object using an 
information network address which is a network 
address assigned to a name of the information or 
the object, comprising: 

an information network address 

identification unit identifying the information 
network address; and 

an information route management unit managing 
an information route using the information network 
address, wherein 

said packet is relayed through the information 
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route . 

19. A computer-readable storage medium storing 
a program used for a computer forming a network relay 
5 device which relays communications established for 
a network device which stores information or an 
object using an information network address which 
is a network address assigned to a name of the 
information or the obj ect , said program comprising : 
10 identifying the information network address; 

managing an information route according to 
the information network address; and 

relaying the packet through the information 
route . 
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Abstract of the Disclosure 

An information transfer mechanism including 
(all or a part of) a retrieval mechanism can be 
5 realized. A user mechanism converts numeric data 
indicating 'information' into a uniquely 
corresponding information network address, and 
transmits a packet storing the address to the network 
A relay mechanism which has received the packet 

10 determines the route to a host storing the 
information corresponding to the information 
network address stored in it, and relays the packet. 
Upon receipt of the returned packet from the host, 
the relay mechanism determines the route to the user 

15 mechanism corresponding to the network address 
stored in the return packet, and relays the return 
packet. Upon receipt of the return packet from the 
relay mechanism, the user mechanism receives the 
information stored in the return packet. 
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James D. Halsey, Jr., 22,729; Harry John Staas, 22,010; David M. Pitcher, 25,908; John C. Garvey, 28,607; J. Randall Beckers, 30,358; 
WilFlam F. Herbert, 31,024; Richard A. Gollhofer, 31,106; Mark J. Henry, 36,162; Gene M. Garner II, 34,172; Michael D. Stein, 37,240; Paul 
I. Kravetz, 35,230; Gerald P. Joyce. Ill, 37,648; Todd E. Marlette, 35,269; Harlan B. Williams, Jr., 34,756; George N. Stevens, 36,938; 
Michael C. Soldner, P-41,455 and William M. Schertler, 35,348 (agent) 

2f .Sic^t^^; Send Correspondence lo: 



STAAS & HALSEY 

700 Eleventh Street, N.W. 

Suite 500 

Washington, D.C. 2 00 01 



iKf^Mlffai^yi '■ C^S!)>iiU''^^o#-^) Direct Telephone Calls to: {name »nd f«/ep/)ofl» /ji/ffi6»o 



STAAS & HALSEY 
(202) 434-1500 







Full name of sot* or first inventor 

Akira JINZAKI 






Inventor's stgnature rj- „ ^ Date 


fr/ff 




Kawasaki, Japan 


NIf 




Citizensfiip 

Japan 


fl'STS 




Post Office Address 

c/o FUJITSU LIMITED, 1-1, Kamikocaanaka 


4-chaTie, Nakahara-ku, Kawasaki- shi, 
Kanagawa 211-8588, Japan 






Full name of second joint inventor, if any 






Second mveotot's signature Date 












=uti2enship 






Post Office Address 








(Supply similar information and tignatun for tMrtl and subsequetrt 
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